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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
information purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upo
in making purchasing decisions. The development, release, tiauugpricing of any
features or functionality described for
sole discretion of Oracle Corporation.
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What ISREST?
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servicedss a way of providing interoperability between
computer systems on the Internet.
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An API can be consi dered “RES
features:

ClientServer
Stateless
Cacheable

The REST API can be accessed from any application or programit
platform that correctly and completely understands the Hypertext
Transfer Protocol (HTTP) and has Internet connectivity.

.
ORACI—E Copyright © 2017, Oracle and/or its affiliates. All rights reserved .




Using the Database Cloud Service REST APIs

Youcan programmatically provision and manage Oracle
Database Cloud Service instances and associated database
deployments by using REREpresentationgbtate

Transfer) application programming interfaces (APIs).

.
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Oracle Cloud Terminology

» OracleCloud Account tUse this account to access your Cloud
services and log into the My Services Dashboard, which is whel
you manage your account and your services.

» DataCenter: A facility used to house computer systems and
associated components. Oracle provides dagatersin various
geographical regions. An identity domain and the services
associated with that domain must belong to a specific datater

.
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» Data Region A geographical region that is associated with one
or more datacenters When you sign up for an Oracle Cloud
Account, you select a default Data Region, where your services
will be hosted.

: ldentity Domain: An identity domain controls the
authentication and authorization of the users who can sign in to
a service in Oracle Cloud, and what features they can access i
relation to the service

.
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» Service A software offering in Oracle Cloud

» Service InstanceAn instance of one of the service types. For
example, an instance of an Oracle Database Cloud Service.

» Service Name A name assigned to your Oracle Cloud service.
The name must be unigue within the identity domain.

« REST EndpointThis is the REST server to contact for your

1d ity domai
identity domain.
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REST UR&tructure

Use the following URL structure to access the Database Cloud
Service REST endpoints
https:// rest-servel endpointpath

Where
rest-serveris the REST server to contact for your iderdiynain
endpointpath is the relative path that defines thendpoint

.
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Supported Methods

You can create, view, delete and manage Database Cloud Service instances using
standard HTTP method requests, as summarized in the following table

Method Description
DELETE Delete a Database Cloud Service instance.
GET Retrieve information about all Database Cloud

Service instances, a specific instance, or an
operation affecting an instance.

POST Create, stop, start or restart a Database Cloud
Service instance.

PUT Scale a Database Cloud Service instance.

.
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Status Codes

The key HTTP status codes returned in the Response hagsler

HTTP Status Code
200 OK

202 Accepted

401 Unauthorized

404 Not Found

ORACLE’

Description

The request was successfully completed. A 200 statL
returned for a successful GET or POST method.

The request has been accepted for processing, but tf
processing has not been completed. The request ma
may not eventually be acted upon, as it may be

disallowed at the time processing actually takes plact

The response containslacationheader of a job
resource that the client should poll to determine wher
the job has finished.

The request is not authorized. The authentication
credentials included with this request are missing or
invalid.

The request specifies an endpoint that does not exist
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ldentifying the REST endpoint for an Oracle Cloud
account

To find the REST endpoint:
U Sign in to the My Services dashboard for your identity domain

U In the list of services, locate the entry for Oracle Database Cloud
Service and then click Details

U The REST Endpoint field shows the REST server to contact for your

identity domain; for example, https://dbaas.oraclecloud.com/ or
https://dbcs.emea.oraclecloud.com/

.
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Authentication and Authorization

When you make HTTPS requests to Database Cloud Service RE.
endpoints, you ensure secure, authenticated and authorized acce
by providing the following information:

. TheX-ID-TENANINAMEcustom header to specify the identity
domain.

- TheAuthorizationstandard header to specify the user name and
password of an Oracle Cloud user with authorization to perform
the operation in the specified identity domain.

.
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Managing the lifecycle of a Database ClouodBaa$
Instance

REST API can bsedto performvarious lifecycle and administrative
operations on Oracle Database Cloud Semwistances like:

I Service InstanceCreate, Delete, Start, Stop, Restart, Adding SSI
public Key..

I ScalingScaleUp, Scalddown

I Accesgontrol: Access Ruled.ist, Create, Delete, Enable, Disabl:

I Backup andRecoverylist Backups, Backup, Restore

I Patching andRollback:Performpatchpre-req, Apply patch, Roll
back..

ORACLE’




Create a Service Instance

Requiredinformation

« Apre-createdsshkey pair

» Joud storage backup location (optional)

« Arequest body that provides additional information about the service instance

HTTP method used”OST

Example:

$ curl--include--request POSFuser dbaasadmin:Pa55_ woyd

--header X-ID-TENANNAME:usexamplea

--header 'ContentType:applicatiofjson' --data @createrequestbody.jsoh
https://dbaas.oraclecloud.com/paas/service/dbcs/api/vl.1l/instances/usexample

.
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Create a Service Instance

# cat /uOltestapiscriptsfOOW2018AMEET.json
{
"serviceNamé& "OOW2018AMEET",
"version™; "12.2.0.1",
"level": "PAAS",
"edition": "EE",
"shape™: "oc3",
"vmPublicKeyTekt"sshrsasAAAAB3NzaClyc2E..... .QqvS6gBuuzwz",
"parameters": [
{
"type™: "db",
"usableStoragk "25",
"adminPassword "Pa55 word",
"sid": "OOW2018",
"backupDestinatiot1 "Both",
"createStorageContainerlfMissihg“true”,
"cloudStorageContaing&r"https://dbcloudsup.us.storage.oraclecloud.com/vl/StoraglecloudsupAmeet”,
"cloudStorageUsér"ameet’,
"cloudStoragePwd: " Wel come 123#"“
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View a Service Instance

Required Information

« ldentity Domain Id- Name of the Identity Domain for the Database
Cloud Service account

. Service ld- Name of the Database Cloud Service instance

HTTP method used3ET

Example

$ curl--include--request GET-user dbaasadmin:Pa55_ wovd
--header X-ID-TENANNAME:usexampla

https://dbaas.oraclecloud.com/paas/service/dbcs/api/vl.l/instances/usexa
mple/dbl2c¢xp-rac

.
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View a Service Instance's Compute Nodes

Requiredinformation

« ldentity Domain Id- Name of the Identity Domain for the Database
Cloud Service account

. Service ld- Name of the Database Cloud Service instance

HTTP method used3ET

Example:

$ curl--include--request GET-user dbaasadmin:Pa55_ wovd

--header X-ID-TENANNAME:usexamplea
https://dbaas.oraclecloud.com/paas/service/dbcs/api/vl.l/instances/usexample
dbl2cxp-rac/servers
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View all Service Instances

Requiredinformation

« ldentity Domain Id- Name of the Identity Domain for the Database
Cloud Service account

HTTP method used3ET

Example :

$ curl--include--request GET-user dbaasadmin:Pa55_ word
--header X-ID-TENANINAME:usexample

https://dbaas.oraclecloud.com/paas/service/dbcs/api/vl.1/instances/usexample

.
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Database Backup

Requiredinformation

« ldentity Domain Id- Name of the Identity Domain for the Database
Cloud Servicaccount

« Service ld-Name of the Database Cloud Seniitgtance

HTTHANnethod used GET

Example:

$ curl--include--request GET-user dbaasadmin:Pa55_ woyd

--header X-ID-TENANINAME:usexampla

https:// dbaas.oraclecloud.com/paas/service/dbcs/api/vl.1l/instances/usexampl
/dbl2c-xp-rac/servers
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Access Rule T View/Disable

Requiredinformation

« ldentity Domain Id- Name of the Identity Domain for the Database
Cloud Servicaccount

« Service ld-Name of the Database Cloud Seniitgtance

HTTHANnethod used GET

Example :

$ curl--include--request PUTF-userameet--header "XID-TENAN-T
NAME<domain>"-header "ContendType: applicationéon' --data

'{" operation":"update","statush Y a RA}a l 6 £ S
https://dbaas.oraclecloud.com/paas/api/vl.1l/instancemgitomain>kervices
/dbaas/instances<Service Instance NamexdcessrulesAccess Rule Name>

.
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Stop, Start or Restart a Service Instance or Compute Node

Required Information

« ldentity Domain Id- Name of the Identity Domain for the Database Cloud Servi
account

» Service ld-Name of the Database Cloud Service instance

HTTP method usedPOST

Example:

$ curl--include--request POSFuser dbaasadmin:Pa55_ woyd

--header X-ID-TENANNAME:usexample--header 'ContentType:applicatiofson’
\

--data '{ 'lifecycleStaté : "Restart" }\
https://dbaas.oraclecloud.com/paas/service/dbcs/api/vl.1l/instances/usexample
12¢xp-si
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Delete a Service Instance

Required Information

« ldentity Domain Id- Name of the Identity Domain for the Database Cloud Servi
account

» Service ld-Name of the Database Cloud Service instance

s Abooleangu er y p adeleteBackupr can be passed t
of the service instance from Oracle Cloud Storage container.

HTTP method usedDELETE

Example:

curl--include--request DELEFRIser dbaasadmin:Pa55_ woYd

--header X-ID-TENANINAME:usexampla
https://dbaas.oraclecloud.com/paas/service/dbcs/api/vl.1l/instances/usexample
bl2cee

.
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Common Errors

1)HTTP/1.1 400 Bad Requesthe request contains invalid or missing informatior

2)HTTP/1.1 401 UnauthorizedThis error is reported when the credentials are
Incorrect or authenticating against wrong REST endpoint

3)HTTP/1.1 403 ForbiddenThe user does not have authorization to perform the
request

4)HTTP/1.1 404 Not FoundThe specified endpoint does not exist

.
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Summary
What we covered today

C Using REST API, we learnt how to
C Create/Delete Baa3nstance
C View Service Instance details
C Stop/Start/Restart a Cloud instance
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My Oracle Support MOnday M |X

CONNECT | ENGAGE [-BNERGIZE Monday
A CONNECT with Oracle Support October 22, 2018 T2 N CH N
executives, engineers, and developers 6:15:8:30 p.m. =

Fang Restaurant
660 Howard St., SF

A ENGAGE on ideas, share experiences,
and discover new opportunities

A REENERGI ZE with ho
drinks, and inspiring conversations

Admission is open* to Oracle Support
customers with an Oracl®penWorld
event badge and photo ID

*subject to capacity

oracle.comfjoto/ mondaymix - See you there!

(Just a aminute walk
from Moscone

a
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MosconeWest, Level 3

Monday, Oct. 22: 10:00 a.ng, 5:30 p.m.
Tuesday, Oct. 23: 10:00 a.m6:30 p.m.
Wednesday, Oct. 24: 10:00 a.m5:00 p.
Thursday, Oct. 25: 10:00 a.m2:45 p.m.ﬂ 1

Random prize drawings daily!

Selfie drone

Duffle bag ‘

Earbuds

Noise Canceling - W
Headphones

oracle.comigoto/ starsbar

o To To To

®
ORACI—G Copyright ©2018 Oracle and/or its affiliates. All rights reserved



ORACLE

THANK YOU

Copyright © 2017, Oracle and/or its affiliates. All rights reserved. |

32



Integrated Cloud

Applications & Platform Services

ORACLE



ORACLE




