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Digital transformation challenges



#RSACEnd-users: increasingly mistrustful but still 
demanding in other ways
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BUT



#RSACThe innovation and industry context:
never more…interesting
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The risk context: forever playing not to lose
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PSD2
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The business and risk teams must meet in the middle
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Risk perspective

“Consent should not be regarded as freely 
given if the data subject has no genuine or 
free choice or is unable to refuse or 
withdraw consent without detriment. …

In order to ensure that consent is freely 
given, consent should not provide a valid 
legal ground for the processing of personal 
data in a specific case where there is a clear 
imbalance between the data subject and 
the controller…”

Business perspective

We value personal data as an 
asset

Our customers’ wishes have value

Our customers have their own 
reasons to share, not share, and 
mash up data, which we can 
address as value-add



The traditional system of user consent
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Opt-in consent
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Opt-out consent
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Implied consent
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Cookie directive
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Pretty much the entire official world of consent
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consent

implied express directive

opt in opt out

notice
Collection

Use (for Purpose)

Disclosure
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What about Google Docs “Share”?
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opt in

opt out



#RSACWhat about Android upgrades?
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Disclosure

Or unattended package deliveries?



#RSACWhat about GA4GH’s ADA-M machine-readable
conditions for use of genomic data?
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Purpose



A deeper classification system



#RSACA proposal for a new permission 
classification system
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#RSACMore “consent tech” is arising to meet the
digital transformation challenge
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Health
Relationship

Trust
(HEART) at 
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Foundation



#RSACWorking an example with the User-Managed 
Access standard (tinyurl.com/umawg)
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patient view doctor viewproactive sharing flow



#RSACRemember consent 
directives?
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directive



#RSACAccess sharing can even be driven off 
relationships with people and devices
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UMA capabilities (each deployment may differ)
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Take action to build
trusted digital relationships



#RSACThe most robust and strategic option:
lean in to consent 
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Business owners: Engage proactively in regulatory shifts

Risk teams: Recognize that positive sharing use cases exist

Business owners: Conceive of personal data as a joint asset

Go beyond policy to digital transformation “consent tech”
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Applying what you’ve learned
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Next week, find out:
Who the consent stakeholders are/should be

By three months, work towards an an as-built description of current 
consent flows against the classification system and analyze:

Silos of uncertainty?
Consumer trust gaps?
Opportunities for directed modes (“delegation”)?

By six months, investigate opening consent flows for the classification 
axes that would make the biggest impact on business goals and 
compliance posture
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